Abstract-Security and privacy are one of the two primary deployment, scalability and resilience cannot be excluded from concerns with RFID (Radio Frequency Identification) adoption. this list. Privacy is the main issue as far as the adoption is While the mainstream RFID research is focused on solving the considered, whereas security is the main issue as far as privacy issues, this paper focuses on security issues in general and data tampering in particular. We specifically consider the issue of implementatIon is considered.
detecting data tampering on the RFID tags for applications such Since RFID tags can be used to track items and people it as data integrity management. To address this issue, we present a raises many privacy issues. If RFID is deployed in full scale it novel fragile watermarking scheme, which embeds a fragile would raise several privacy concerns because RFID tags can be watermark (or pattern) in the serial number partition of the used to track consumer behavior, which can further be used to RFID tag. This pattern is verified to identify whether or not the analyze consumer habits. It can be even be used for data on the RFID tags has been tampered with. The novelty of steganographic surveillance i.e. deploying secret RFID tags for this watermarking scheme lies in the fact that we have applied watermarking technology to RFID tags; in comparison, most of tracking With the size of RFID tags reducing day by day it has the existing watermarking schemes are limited to images, or audio now become possible to hide them within products without the or video applications. We term this scheme TamDetect because it owners consent. E.g. Henning et al. (2005) pointed out that is a tamper detection solution. TamDetect is designed such that it RFID tags are already been hidden in packaging [16] . A can be easily plugged into existing RFID middleware applications. scenario of hidden RFID testing was discovered in a Wal-Mart This proposal is one of the first works that integrates store in Broken Arrow where secret RFID readers were kept to watermarking and RFID technologies together. This paper track customer action [19] . Using RFID technology could provides a detailed theoretical foundation for the TamDetect solution.
even trigger anti-social activities. Criminals with RFID readers could look for people carrying valuable items and can launch selective attacks [16] . However most of these issues can be I. INTRODUCTION tackled by privacy enforcement laws, which can be incorporated in the nation's legal framework.
A RFID tag is an electronic device that holds identification data. Typically, the RFID tag is attached to items and contains a serial number, which is used to uniquely identify them. RFID TagD Weis et al. (2004) estimate that as few its identification number and finally, a RFID Middleware, as 500-5000 gates are employed in a typical RFID design, which integrates the information from the reader to the which are normally used for basic logic operation; hence there backend database systems [16, 17] . This is shown in Fig. 1 .
is no room for extras such as security [23] . In particular, However widespread adoption of RFID technology has been symmetric encryption schemes such as Advanced Encryption hindered because of several inherent issues that arise from its Standard (AES) or hash functions such as Secure Hash usage. The main issues are privacy, security, and cost, however Algorithm (SHA) or pseudo-random functions are not possible on today's low end RFID tags. In We now discuss the current literature which addresses some questions, privacy advocates and legislators have for some of the security issues highlighted in the Fig. 2 . Most of the time been attempting to address the privacy issues. A lot of proposed solutions discussed here address the first four work has been done to address the privacy issues in RFID security properties i.e. confidentiality, availability, authenticity deployment, however literature addressing the security issues and anonymity. We begin the discussion with solutions to is quite limited. The main aim of this section is to discuss the manage anonymity. security issues in RFID systems and survey the relevant literature that is proposed to address the same.
Wong and Raphael (2006) [24] . Passive attacks compromise already been conducted in this area and several proposals are the confidentiality and anonymity in communication. Consider put forward to address the issue of privacy [9, 11, 12, 13, 14 , the warehouse management scenario, if a malicious reader can 17, 20, 21, 22, 23, 24] . In this section, we discuss several eavesdrop (spy) the communication between the tags and the approaches that can be used to provide consumer privacy. readers, confidentiality and anonymity in such communication
One of the simplest approaches to address the issue of is lost because the entity involved in the communication is privacy is to kill the tag once it leaves the supply chain and unaware when it is being attacked.
enters the consumer market. This approach is used by EPC Active attackers are those who directly interfere with the standard which make the tags permanently inoperative. It is communication of messages, either by interrupting, fabricating envisioned that the point-of-sale (POS) operator would have or modifying communicated messages [24] . Active attacks RFID reader that can send the command to kill the tag once it compromise the availability, authenticity and integrity in is sold to the consumer. However, to address the issue of communication. Interruptions refer to denial of service attacks malicious tag writes, the kill command is protected by a secret PIN which in this case is assumed to be with the POS RFID reader. Another approach is to add a RFID tag on the price tag. Hence, when the price tag is removed, the RFID is removed as well and can guarantee privacy. middleware applications. The TamDetect component which 6. The algorithm is designed as a component; hence, it can be would be a part of the RFID middleware is shown in Fig. 3. easily plugged into any existing middleware application. This component takes input data from the data management (Req. 6) layer, and then detects whether any data tampering has occurred. If data tampering has happened, then appropriate
We now discuss the theoretical foundation for TamDetect. measures can be taken to prevent such data from entering the application integration levels in the middleware architecture. B. Theoretical Foundationfor TamDetect The most likely source of data tampering would be a malicious
The proposed framework is shown in Fig. 4 , 5 and 6. It can RFID reader who can access and modify the contents of the be decomposed in four different stages:
RFID tag over the entire wireless communication network.
Watermark Generation 2. Selecting the Embedding Location
The Object Class, is used to identify the product 2----EM---J--rail-Wtemak-Wmanufactured by the manufacturer. It may follow some product ---------'8 bi2t convention taxonomy where thefirst two digits might represent "--------------|the classification of that product, the next two may be the age Once the watermark has been generated, we have to identify
Step 1: Access the Watermark the location for embedding. We now discuss how we select the In the first step, the RFID reader accesses the watermark. appropriate location for embedding the watermark.
The watermark Wf may be generated by the RFID reader
Step 2. In this step we append an even parity bit to the fragile On the basis of that investigation, we determined that the watermark i.e. if the watermark is 8 bits long (11111111) serial number partition within the RFID tags can offer a then we append a 0 to make it 111111110. reasonable amount of redundant space for embedding the Step 4: Embedding the Watermark fragile watermark. This selection is attributed to the following The 9 bits watermark is now embedded in the SN partition facts:
of the RFID tag. The process of embedding the watermark
The Header, is fully used for identifying the EAN.UCC key is shown in Fig. 5 . and the partitioning scheme. Hence, there is no redundant space, so there is no possibility for embedding the fragile Fig. 5a shows the generic model of how the embedding watermark.
process occurs, whereas Fig. 5b 
